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ABSTRACT
Hands-on networking education relies on laboratories where
learners configure networked systems, observe behavior, and
debug failures. Virtual labs make this experience scalable,
but support remains difficult because useful guidance often
requires knowing both the intended procedure and the cur-
rent state of a learner’s environment. A lab manual describes
the topology, setup steps, commands, and expected outputs,
but it cannot inspect whether a learner has missed a step,
configured the wrong interface, or produced an inconsis-
tent routing state. General-purpose Large Language Models
(LLMs) can explain networking concepts, but they are not
grounded in a specific lab manual or in the live state of a
running lab instance. They may also provide final commands
too early, reducing the opportunity for learners to reason
through the debugging process.
This paper presents an agentic AI approach for hands-

on networking education. The system is built around an
IPv6 configuration and routing training sequence, with a
static-routing lab used as the running example, while the
design targets virtual networking labs more broadly. The
agent builds a lab-specific knowledge base from manuals
and structured notes, uses Retrieval-Augmented Generation
(RAG) to retrieve procedural and diagnostic context, and
uses read-only live-state tools to inspect the learner’s lab
instance when an answer depends on current state. A human-
audited evaluation over 100 lab-specific questions compares
three conditions: LLM-only, document-only RAG, and the
full agentic system. The full system answers 91 questions
correctly and 9 partially, compared with 79 correct and 9 par-
tial answers for document-only RAG and 34 correct and 17

partial answers for LLM-only. The results suggest that agen-
tic AI can offer a promising direction for scalable support in
hands-on networking education.
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ments;Computer-assisted instruction; •Computingmethod-
ologies → Artificial intelligence; • Information systems
→ Retrieval models and ranking;

KEYWORDS
Agentic AI, networking education, virtual laboratories, retrieval-
augmented generation, large language models, educational
scaffolding

1 INTRODUCTION
Hands-on networking education offers laboratories where
learners configure networked systems and observe the effects
of their decisions. Virtual laboratories make this experience
scalable without requiring dedicated physical infrastructure.
In these environments, learners can build topologies, config-
ure hosts and routers, test reachability, and collect measure-
ments in a repeatable setting [3, 5].
A typical lab is accompanied by a manual that guides

the learner through the exercise. The manual describes the
topology or setup, the steps to follow, the commands to run,
the outputs to inspect, and the expected behavior. However,
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the manual alone cannot diagnose what is happening in a
learner’s environment. For example, if a connectivity test
fails, the cause may be a missing route, an incorrect inter-
face, an incomplete setup step, a command copied from the
wrong part of the manual, or a conceptual misunderstanding.
Human teaching assistants handle these cases by asking for
evidence, checking the current state, and giving targeted
guidance. Providing that level of support is not practical in
self-paced or remote labs.
LLMs are attractive for this setting because they can an-

swer questions in natural language and explain general net-
working concepts. However, a generic LLM is not grounded
in the specific lab manual, topology, commands, expected
outputs, or current lab state. As a result, it may suggest com-
mands or explanations that sound reasonable but are very
generic and do not apply to the learner’s exercise. It can
also provide final answers too early, before the learner has
inspected the relevant evidence or reasoned through the
problem. This creates an assistance dilemma: too little help
leaves learners blocked, while too much help can reduce the
opportunity to learn [13, 22].

This paper presents an agentic AI approach for hands-on
networking education. The approach is designed for virtual
networking labs broadly. An IPv6 routing and configura-
tion lab is used as a running example throughout the paper.
The agent uses Retrieval-Augmented Generation (RAG) to
ground responses in lab documentation and uses read-only
diagnostic tools to collect information from the running lab
environment. The documentation provides the intended pro-
cedure, while the diagnostic tools inspect what is happening
in the learner’s lab instance. The goal is to provide guidance
that is grounded in the lab context without immediately
giving final solutions.

The main contributions of this paper are as follows:

• An agentic AI system for hands-on networking edu-
cation that combines lab-specific documentation with
read-only inspection of the running lab environment.

• A Retrieval-Augmented Generation (RAG) workflow
that uses lab manuals and supplemental lab notes to
provide context for conceptual, procedural, and diag-
nostic questions.

• A guidance strategy that provides concise, evidence-
based help without immediately giving complete solu-
tions.

• A preliminary evaluation showing that the system
retrieves relevant lab-specific evidence for most test
questions and that live-state inspection reveals diag-
nostic information unavailable from static lab docu-
ments alone.

The remainder of the paper is organized as follows. Sec-
tion 2 provides background on virtual networking labora-
tories, agentic AI systems, retrieval-augmented generation,
and educational scaffolding. Section 3 presents the proposed
system. Section 4 presents the evaluation methodology and
results. Section 5 reviews related work. Section 6 outlines
future work. Section 7 concludes the paper.

2 BACKGROUND
This section provides background on virtual networking labo-
ratories, agentic AI systems, retrieval-augmented generation,
and educational scaffolding.

2.1 Networking Laboratories
Virtual laboratories make hands-on networking education
practical by providing realistic systems without requiring
dedicated physical infrastructure. Learners can configure
hosts, switches, routers, links, routing behavior, traffic gener-
ators, andmeasurement tools, then observe how protocol and
configuration decisions affect reachability and performance.
A virtual learning environment provides each learner with
a dedicated virtual machine or lab instance. Inside that in-
stance, tools such as Mininet can emulate network topologies
using lightweight OS-level virtualization [14]. Container-
based emulation can serve a similar role, supporting repro-
ducible experiments with resource isolation, monitoring, and
repeatable scripts [8]. This layered setup lets learners work
with realistic network behavior while the surrounding plat-
form handles isolation, reset, and remote access.

Recently, research testbeds are also becoming part of the
educational landscape. Platforms such as FABRIC [2] support
instructional use by allowing instructors to create courses,
enroll learners, and provide access to programmable infras-
tructure. These platforms extend the range of environments
available for networking education, from course-managed
virtual machines to shared experimental infrastructure. Fac-
ulty are leveraging such infrastructures to provide guided
instructions to students on various networking topics [18].

Another common delivery model is the self-paced lab. In
these labs, learners often follow step-by-step instructions
without immediate human guidance. Support is challenging
because questions may involve both conceptual understand-
ing and the current state of the lab environment. A missing
route, incorrect interface name, incomplete setup step, or
misinterpreted measurement can block progress even when
the learner understands the general networking idea. Use-
ful guidance may therefore require knowing both what the
lab manual asked the learner to do and what is currently
happening inside the learner’s lab instance.
Regardless of the training type, there is a support chal-

lenge: useful guidance may require knowing both what the
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lab manual asked the learner to do and what is currently
happening inside the learner’s lab instance.

2.2 Agentic AI Systems
Agentic AI refers to systems that can make decisions, gather
information, and take actions toward a task goal with some
degree of autonomy. In recent LLM-based agents, a language
model often serves as the reasoning component that decides
when additional context is needed and how to obtain it. This
context may be obtained by calling tools, querying APIs,
running commands, or inspecting external environments
before producing a response [17, 24]. This pattern is useful
when the answer depends on a state that is not contained in
the prompt itself.

2.3 Retrieval-Augmented Generation
Large Language Models can answer many general questions,
but they do not automatically know the task-specific con-
text needed for a particular use case. Retrieval-Augmented
Generation (RAG) addresses this limitation by leveraging an
external document collection and conditioning the model’s
answer on retrieved evidence [15]. In networking education,
this context may include a lab manual, setup instructions,
topology descriptions, command references, expected out-
puts, and notes about common failure cases. Grounding re-
sponses in these materials helps keep answers aligned with
the actual exercise rather than the model’s general memory.
Retrieving relevant evidence can be implemented in sev-

eral ways. BM25 is a lexical search method that works well
when a query contains exact words or identifiers that also
appear in the documents [16]. This property is important
in networking labs because strings such as interface names,
route prefixes, host labels, and configuration paths can be
decisive. Dense retrieval uses learned vector representations
to find passages with similar meaning even when the word-
ing differs [9]. Hybrid approaches combine lexical and dense
retrieval, and Reciprocal Rank Fusion (RRF) is a simple way
to merge their ranked lists [4].

2.4 Educational Scaffolding
Educational support should help learners make progress
while preserving the opportunity to think through the lab
task. In hands-on networking education, this includes in-
terpreting observations, connecting those observations to
networking concepts, and deciding what evidence to inspect
next. Prior work on computer-supported instruction has
studied how systems can provide feedback and hints at an
appropriate level of detail [19]. Scaffolding refers to tempo-
rary support that helps learners perform tasks that would
otherwise be difficult to complete alone [22].

Figure 1: Architecture of the proposed agentic support
system. The agent consults lab documentation and ob-
tains observations from the running lab instance be-
fore responding to the learner.

A related challenge is the assistance dilemma: too little
help can leave the learner stuck, while too much help can
reduce the learner’s engagement with the underlying prob-
lem [13]. Networking labs make this dilemma concrete. Pro-
viding the final command may help a learner complete a step,
but it can also hamper the process of interpreting symptoms,
checking evidence, and understanding why the command is
needed.

3 PROPOSED SYSTEM
3.1 System Overview
The proposed system is an agentic support workflow for
hands-on networking labs. Figure 1 shows the architecture.
A learner asks a question about the lab, and depending on
the question, the agent consults lab documentation, obtains
observations from the running lab instance, or combines
both sources. The documentation provides procedural and
conceptual context, while live-state observations show what
is currently happening in the learner’s environment. The
agent uses this evidence to produce a concise response for
the learner.
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3.2 Knowledge Tools
The knowledge tools provide access to lab-specific docu-
mentation. The lab manual is the primary source of docu-
mentation: it defines the exercise by describing the topology,
setup steps, commands, expected outputs, and learning goals.
However, manuals often omit context that is useful during
support, such as why a command matters, what an interme-
diate state should look like, which failures are common, and
how observed outputs should be interpreted.

For each lab exercise, the system performs an offline prepa-
ration step before learner interaction. During this step, the
agent completes the exercise in the lab environment and
documents support-relevant information. This preparation
is done once when the lab is added to the system, so learners
do not wait for the agent to exercise the lab during a support
session. The documented information includes:

• The topology, lab steps, commands, and expected out-
puts described by the manual;

• Intermediate and final states observed while complet-
ing the exercise, such as configured interfaces, ex-
pected routes, service state, and reachability results;

• Representative command outputs and measurements,
such as routing output, address configuration, ping
results, or traceroute results;

• Common diagnostic cases, including failures that are
not fully explained in the manual.

The resulting supplemental notes are organized as struc-
turedMarkdown and aligned with the corresponding manual
sections and lab steps. They do not replace the manual; they
make implicit lab knowledge explicit so that the agent can
retrieve context that is closer to what an experienced instruc-
tor or teaching assistant would know after running the lab.
During support, the knowledge tools retrieve from this doc-
umentation rather than relying only on the model’s general
knowledge. Figure 2 shows a simplified excerpt from the
IPv6 running example. The excerpt describes an asymmet-
ric reachability problem: traffic from h1 may reach h2, but
the reply cannot return because one router is missing the
reverse static route. The excerpt records the symptom, the
route-table evidence to inspect on both routers, and the hint
sequence used to guide the learner from comparing routes
to identifying the missing return path.

The system exposes two knowledge tools to the agent:
• lookup_lab_docs(question) retrieves relevant pas-
sages from the lab manual and supplemental notes.

• get_lab_step(section, step) retrieves a specific
numbered lab step when the learner refers to the man-
ual by section or step number.

The manual is split into sections, subsections, and steps,
while the Markdown notes are split by headings. This struc-
ture keeps commands, observations, and explanations close

### Configured the static route in the wrong direction

Symptom:
- Asymmetric ping: h1 to h2 works in one direction, but the reply

never comes back.
- From h1’s view: 100% packet loss, but no Destination Unreachable.

Detect:
- m r1 /tmp/vt-show-r1.sh shows S>* for :2::/64.
- m r2 /tmp/vt-show-r2.sh does not show S>* for :1::/64, or vice

versa.

Hint progression:
- “Routing is one-way per router. If h1 can reach h2 but h2 cannot

reach h1, one router is missing its reverse route.”
- “Check show ipv6 route on r2: do you see a static route to

2001:db8:abcd:1::/64?”
- “On r2, configure ipv6 route 2001:db8:abcd:1::/64

2001:db8:abcd:12::1.”

Figure 2: Simplified example of supplemental Mark-
down documentation used by the knowledge tools.

to the lab context in which they are used. The retrieval pro-
cess supports several configurations, including BM25-only,
dense-only, and hybrid. BM25 helps preserve exact network-
ing identifiers such as IPv6 prefixes, interface names, paths,
and routing-service names. Dense retrieval helps when a
learner uses different wording than the manual or supple-
mental notes.
The knowledge tool also supports expected-state ques-

tions, such as which routes, addresses, or connectivity results
should appear after a lab step. These questions require exact
lab-specific facts, but they still arise from the lab documen-
tation rather than from the learner’s live environment. The
system therefore treats structured expected-state records as
a specialized part of the knowledge base. Document retrieval
handles the general case, while the structured records are
used when the question asks for an exact expected state or a
numbered lab step. Figure 3 summarizes this workflow.
The step lookup tool is deterministic rather than fuzzy.

This matters because lab manuals often reuse step numbers
across sections; searching only for “Step 8” may return the
wrong procedure. Together, the knowledge tools support
conceptual questions, procedural questions, and questions
about expected lab state.

3.3 Live-State Tools
In addition to retrieving lab documentation, the agent can
obtain observations from the running lab instance. This ca-
pability distinguishes the system from a document-only LLM
interface. Documentation can describe the expected state of
the lab, but live-state tools can show whether the learner’s
current environment actually matches that state.
In the IPv6 running example, these observations are col-

lected through SSH-backed tool interfaces. These interfaces
4
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Learner question

lookup_lab_docs
(question)

Hybrid retrieval

Lexical re-
trieval (BM25)

Dense retrieval
(BGE model)Reciprocal rank fusion

Retrieved context

LLM synthesis

Retrieval sufficient?

RAG-based response Structured
lab response

yes no

Figure 3: Knowledge lookup workflow. The agent first
searches lab documentation using hybrid retrieval. If
retrieved documentation is not enough for an expected-
state question, the system can fall back internally to a
structured description of the lab’s expected state.

are not commands typed directly by learners; they are con-
trolled system tools that wrap the commands needed to in-
spect the lab. For example, vtysh_command can query router
state through vtysh, ping6_from can run an IPv6 reacha-
bility test from a selected host, and recent_vtysh_history
can inspect recent router CLI history. A broader snapshot
tool collects process state, interface and address state, for-
warding status, and route output. Some lab artifacts, such
as router startup files, may be readable only through ele-
vated privileges; the tool layer exposes these cases through a
whitelisted read-only file interface rather than general root
command execution.

These tools allow the agent to compare the expected and
observed states. For example, the expected lab state may
include a static route, but the running lab instance may show
that the route is missing, a routing service is inactive, or
reachability fails in only one direction. Each tool call is au-
dited so that later analysis can see what evidence supported
the response.

Table 1 summarizes the tools used in the running-example
IPv6 lab. Other labs can expose different tools while keeping
the same architecture. For example, a performance measure-
ment lab might include traffic-generation or packet-capture

Table 1: Tool families used in the running-example
IPv6 lab.

Family Tools used in the IPv6 example

Knowledge lookup_lab_docs, get_lab_step
Live state lab_state_snapshot, vtysh_command,

ping6_from, recent_vtysh_history
Filesystem list_directory, read_file,

read_privileged_lab_file,
create_directory, create_file,
delete_file

tools, while a routing lab may include route-table and reach-
ability tools.

3.4 Agent Orchestration
The orchestration layer coordinates the interaction among
the learner, the language model, and the tool interfaces. For
each question, it determines whether the available conversa-
tion context is sufficient or whether the agent should first
gather evidence from the lab documentation, the running
lab instance, or both. Retrieved passages and live-state ob-
servations are returned to the model as evidence before it
produces the learner-facing response.
The orchestration layer also maintains session context.

Follow-up questions often depend on earlier observations:
a learner may ask why an IPv6 reachability test fails, then
ask what a route-table entry means, then ask what should be
checked next. The maintenance of session state allows the
agent to connect these turns without treating each question
as an isolated request.

Finally, orchestration provides the policy boundary around
tool use. Read-only diagnostic tools can be used to inspect
the lab state, while operations that could modify files or the
lab environment require human approval. Tool invocations
are recorded with the tool name, arguments, success status,
exit code, and output preview, making it possible to audit
whether a response was grounded in documentation, live-
state observations, or neither.

3.5 Instructional Constraints
The system is designed to provide support without turning
the lab into an answer-generation interface. Its responses
are constrained to address the learner’s immediate question,
remain concise, and preserve opportunities for the learner
to reason through the task. To distinguish guidance from
complete solutions, the agent is constrained to provide step-
by-step guidance. When a learner reports a problem, the
agent first identifies the likely issue and the evidence be-
hind it, rather than immediately providing every command

5
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Figure 4: Topology used in the IPv6 example.

needed to complete the exercise. Then it asks whether the
learner wants help before giving the corrective steps. If the
learner agrees, the agent begins by providing hints that di-
rect attention to the relevant lab step or observed state. The
complete command sequences are reserved for the cases
where the learner explicitly asks for them, remains stuck
after guidance, or authorizes the agent to apply a fix.

The system also treats lab-specific facts as evidence-based
claims. If a response depends on the lab manual, topology,
router configuration, expected output, or current lab state,
the agent is expected to use the relevant knowledge or live-
state tool rather than answer from general networking knowl-
edge alone. This serves as a hallucination-mitigation mech-
anism. When the learner’s questions are ambiguous or un-
derspecified, the agent is instructed to ask for clarification
or inspect the relevant lab state before answering. This con-
straint reduces the risk of incorrect advice, which is espe-
cially important because imprecise questions are common
in interactive lab settings.

These constraints are enforced through both prompts and
software structure. Prompt instructions define the desired
response style, while the orchestration layer controls which
tools are available, when tool outputs are returned to the
model, andwhich actions require approval. This design keeps
educational guidance, evidence grounding, and operational
safety as explicit parts of the system rather than optional
behaviors left entirely to the language model.

4 EVALUATION
The evaluation analyzes whether combining lab documen-
tation with live-state inspection improves support for lab-
specific learner questions. The full agentic system is com-
pared against two baselines: a generic LLM and a document-
only RAG system. Results are reported for generated-answer
accuracy and retrieval quality.

Table 2: Question categories used in the evaluation
dataset.

Category Example question

Conceptual Why are IPv6 addresses alone not enough
for h1 and h2 to communicate through r1
and r2?

Procedural What ipv6 route command should be en-
tered on r1 to reach the h2 LAN?

Expected
state

After the r2 route is configured, what
static route should appear for the h1 LAN?

Diagnostic If traffic reaches h2 but replies never return
to h1, what route is likely missing?

Identifier What is the difference be-
tween /root/.history_frr and
/home/frr/.mininet_history?

4.1 Experimental Setup
The running example is a basic IPv6 static routing lab whose
topology is shown in Figure 4. The lab includes a step-by-
step manual, supplemental structured notes created while
completing the lab, and an active VM running a Mininet
topology with hosts h1/h2 and routers r1/r2. In the full
agentic condition, SSH-backed read-only tools can inspect
process state, interface and address state, routing state, IPv6
forwarding state, reachability, selected lab files, and recent
router command history.
The evaluation dataset contains 100 lab-specific learner

questions from the lab. The questions are organized into five
categories with 20 questions per category, as shown in Ta-
ble 2. The categories are informed by prior work on question
asking during tutoring [7]. The categories are adapted to
hands-on networking labs by separating conceptual, proce-
dural, expected-state, diagnostic, and identifier-heavy ques-
tions. The identifier-heavy category captures a networking-
specific challenge: many support requests depend on exact
commands, paths, interfaces, prefixes, or daemon names.

4.2 Answer Accuracy
Each generated answer is labeled as correct, partially correct,
or incorrect using a rubric that checks whether the answer is
technically correct, grounded in the lab, and responsive to the
learner’s question. All three answer-generation conditions
use OpenAI GPT-OSS [1]. For grading, a separate rubric-
based judge, also using OpenAI GPT-OSS, first compares
each answer against manually identified reference evidence
from the lab documentation. A human reviewer then inspects
the generated answer, the judge rationale, and the reference
evidence. The final labels reported reflect this manual audit
rather than the automated judge output alone.

6
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Table 3: End-to-end answer accuracy over 100 lab-
specific questions. Score counts correct answers as 1
and partial answers as 0.5.

Condition Corr. Part. Inc. Score

LLM only 34 17 49 0.425
Document-only RAG 79 9 12 0.835
Full agentic system 91 9 0 0.955

The LLM-only condition answers without lab-specific re-
trieved context. The document-only RAG condition answers
using retrieved passages from the lab corpus but does not
inspect the running VM. The full agentic system can use
both retrieved documentation and live-state tools.
Table 3 shows that grounding is essential for this lab-

specific setting. The LLM-only baseline answers only 34 of
100 questions correctly and performs especially poorly on
procedural and expected-state questions that require exact
commands, addresses, routes, or file paths. Document-only
RAG improves strict correctness to 79 of 100 answers. The
full agentic system answers 91 questions correctly, has no an-
swers judged incorrect after manual inspection, and obtains
the highest partial-credit score. This pattern suggests that
tool orchestration improves lab-specific answering when
the agent can combine retrieved documentation with tar-
geted observations from the running environment. Table 4
illustrates this pattern through representative questions: the
LLM-only baseline often answers from general networking
knowledge, document-only RAG improves when the needed
fact is present in the corpus, and the full agentic system is
strongest when the answer depends on exact files or current
VM state.

4.3 Retrieval Results
For the retrieval analysis, each question is associated with
one or more manually identified reference passages from the
lab documentation. A query is counted as a Hit@5 if any ref-
erence passage appears among the top five retrieved chunks.
Hit@5 is reported because the deployed system passes five
retrieved chunks to the language model. Mean Reciprocal
Rank (MRR) is also reported because it rewards systems
that rank the first relevant passage closer to the top of the
retrieved list.
The retrieval comparison includes three configurations.

The BM25 baseline uses lexical matching with identifier-
aware tokenization. The dense baseline uses BGE-small em-
beddings [23]. The deployed configuration uses hybrid re-
trieval, which combines BM25 and dense retrieval with re-
ciprocal rank fusion.

Table 5 shows that BM25 achieves the highest aggregate
Hit@5, retrieving a reference passage for 90 of the 100 ques-
tions. This result reflects the importance of exact technical
strings in networking labs, including command names, file
paths, interface labels, daemon names, and IPv6 prefixes.
Dense retrieval is weaker overall on this benchmark, with
69/100 Hit@5, which suggests that semantic similarity alone
is not sufficient when the answer depends on exact lab arti-
facts.

The deployed hybrid configuration shows its clearest ben-
efit on procedural questions, where it retrieves a reference
passage for 18 of 20 questions compared with 15 of 20 for
BM25. This category often includes learner phrasing that
differs from the wording of the manual, such as asking how
to complete, check, or recover from a lab action rather than
naming the exact step text. In these cases, the dense compo-
nent can recover semantically related passages that lexical
matching alone may miss.
The categories where BM25 is stronger are those with

more exact matching requirements. Expected-state ques-
tions often depend on literal lab artifacts, such as step num-
bers, route prefixes, interface names, host labels, or expected
command outputs. Identifier-heavy questions have the same
property by design. In these cases, lexical matching can rank
the exact passage higher than hybrid retrieval, where the
dense component may promote semantically related but less
exact chunks.
The current implementation uses hybrid retrieval as the

deployed configuration because it improves procedural re-
trieval while preserving competitive overall performance;
future versions could route different question types to differ-
ent retrieval strategies.

5 RELATEDWORK
Related work spans LLMs for network configuration and
troubleshooting, document-grounded and tool-augmented
assistants, and LLM-based educational support.

5.1 LLMs for Network Configuration and
Troubleshooting

Recent studies have evaluated LLMs on networking tasks.
NetConfEval examines network-configuration problems and
shows both the potential and limitations of language models
for configuration assistance [20]. NIKA studies LLM-driven
agents for network troubleshooting and finds that agents
can detect some network issues but still struggle with fault
localization and root-cause identification [21]. These systems
are closely related because they examine LLMs in technical
networking contexts.
The proposed approach differs because the objective is

educational support rather than operational repair. Network
7
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Table 4: Representative qualitative examples from the answer-accuracy evaluation. Cells show short excerpts from
generated answers.

Question LLM only Document-only RAG Full agentic system

Which configuration file does zebra load
on r1, and which interfaces does it con-
figure?

I don’t have the exact details of your
lab topology, so I can’t tell you the
precise file name or the exact list of
interfaces.

The provided excerpts only show that the ze-
bra daemon is started on r1 with the com-
mand: zebra. They do not specify which con-
figuration file zebra reads.

Zebra on r1 reads the file
/etc/routers/r1/zebra.conf . . .
it configures . . . r1-eth1 . . . r1-eth0.

What IPv6 addresses and MAC address
should r1-eth1 have after zebra reads
its configuration?

I’m not able to give the exact IPv6 ad-
dress(es) or MAC address for r1-eth1
without seeing the configuration.

After zebra reads . . .
/etc/routers/r1/zebra.conf it assigns
two IPv6 addresses . . . fe80::1:1/64 . . .
2001:db8:abcd:1::1/64. The MAC address
. . . is not listed.

IPv6 addresses on r1-eth1:
. . . fe80::1:1/64 . . .
2001:db8:abcd:1::1/64. MAC ad-
dress . . . 00:00:00:00:1:1.

If traffic reaches h2 but replies do not re-
turn to h1, what route is likely missing?

The problem is almost always a miss-
ing return route . . . the device on the
far side . . . does not know how to
reach the source network.

For this lab the two required static
routes are . . . on r1: ipv6 route
2001:db8:abcd:2::/64 . . . . . . on
r2: ipv6 route 2001:db8:abcd:1::/64
. . . .

The missing piece is the reverse static
route–the static route on the opposite
router that points back to the source net-
work.

configuration and troubleshooting benchmarks usually eval-
uate whether the system can produce or identify a correct
technical outcome. In self-paced labs, the system must also
preserve the learning process. A useful response may need
to point the learner to relevant evidence, explain what to
inspect next, or provide a hint rather than immediately pro-
ducing the final command.

5.2 Document-Grounded and
Tool-Augmented Assistance

Retrieval-Augmented Generation grounds LLM responses
in external documents [15]. For technical labs, grounding
is important because answers often depend on lab-specific
commands, topology assumptions, expected outputs, and
numbered steps. Retrieval methods such as BM25, dense re-
trieval, and reciprocal-rank fusion provide mechanisms for
finding relevant documentation [4, 9, 16]. However, docu-
ment retrieval alone cannot determine whether the learner’s
current environment matches the intended lab state.

Table 5: Retrieval results over 100 lab-specific ques-
tions. Each category contains 20 questions. Cells report
Hit@5.

Question set BM25 Dense Hybrid

Conceptual 20/20 11/20 14/20
Procedural 15/20 13/20 18/20
Expected state 17/20 12/20 14/20
Diagnostic 18/20 17/20 18/20
Identifier 20/20 16/20 19/20
Overall 90/100 69/100 83/100

Tool-augmented LLM agents address missing context by
allowing models to gather information from external envi-
ronments [17, 24]. In this paper, tool use is constrained by
the educational setting: tools provide read-only inspection
of live lab state rather than automatically modifying the en-
vironment or completing the task. This makes tool use a
way to ground guidance in evidence, not a mechanism for
bypassing the learner’s reasoning process.

5.3 LLM-based Educational Support
Educational dialogue systems and intelligent tutoring sys-
tems have long studied how automated systems can guide
learners through problems using feedback, hints, and mixed-
initiative interaction [6, 19]. Work on LLMs in education
highlights opportunities for natural-language assistance as
well as risks such as factual errors, overreliance, privacy
concerns, and answers that bypass the learning process [10].
These risks motivate response constraints that help learn-
ers reason through a task rather than simply receive final
answers.

Most educational dialogue systems operate over a curricu-
lum script, problem statement, or submitted answer. Hands-
on networking labs add a state-dependent dimension: a learner’s
questionmay depend on files, interfaces, routes, processes, or
command outputs inside a running lab instance. The system
studied in this paper addresses that setting by combining
educational guidance with lab documentation and live-state
inspection.

6 LIMITATIONS AND FUTUREWORK
The evaluation remains preliminary. The answer-accuracy
benchmark measures lab-specific question answering, but
it does not measure learning outcomes, long-term learner
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behavior, or whether hint-oriented responses improve de-
bugging skill. The experiments also do not yet measure di-
agnostic success over a systematic set of injected faults. Fu-
ture work will evaluate these dimensions and will also study
model-size sensitivity and comparisons with additional state-
of-the-art LLMs.
Future work will also extend the system from an IPv6-

focused training sequence to broader coverage of networking
education. The current development targets a set of IPv6 con-
figuration and routing labs, with one static-routing lab used
as the detailed running example in this paper. Next steps
include support for additional topics such as traffic measure-
ment, congestion-control analysis, programmable networks
(P4 switches [12], data processing units and SmartNICs [11]),
intrusion detection (Zeek), and others. Expanding the doc-
umentation workflow and live-state tool layer would allow
the agent to support a wider range of networking concepts
and lab workflows.
Future evaluation will also use real learner inputs from

deployed educational settings. The virtual learning platform
targeted by this work is used broadly in networking edu-
cation, including courses at hundreds of universities across
the United States and hands-on tutorial and workshop events.
Subject to appropriate consent, privacy review, and anonymiza-
tion, future studies will collect learner prompts, tool-use
traces, lab progress, environment-state snapshots, and out-
come data from both university courses and workshop de-
ployments. Such data would allow the system to be evaluated
on naturally occurring questions and lab states, rather than
only on a constructed benchmark.

7 CONCLUSION
This paper presented an agentic AI approach for self-paced
virtual networking labs. The central idea is that useful sup-
port in this setting must combine two forms of evidence:
the lab materials that define the intended task and the live
lab state that reflects what the learner has actually done.
The system uses lab-specific documentation, retrieval over
that documentation, read-only diagnostic tools, and response
constraints intended to support learning rather than simply
provide final commands.

The preliminary evaluation suggests that this direction is
promising. The answers’ accuracy results indicate that the
full agentic system improves over both an LLM-only base-
line and a document-only RAG baseline, while the retrieval
results show that the system can often find lab-specific evi-
dence. These results support the broader argument that scal-
able assistance for hands-on networking education should
combine lab documentation, live-state inspection, and guid-
ance policies that preserve opportunities for learner reason-
ing.
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A ARTIFACT AVAILABILITY
An anonymized artifact is available at: https://tinyurl.com/
ai-network-edu-agent.

The artifact includes the agent source code, structured lab
documentation, the 100-question evaluation dataset, evalua-
tion scripts, and anonymized result files. It excludes creden-
tials, raw runtime logs, author-identifying metadata, deploy-
ment platform identifiers, and the original lab-manual PDF
because the manual contains identifying front matter and
metadata.

The artifact contains five main parts: (i) agent source code,
(ii) evaluation scripts, (iii) structured documentation, (iv) re-
sults, and (v) a sanitized configuration template. The retrieval
evaluation can be run without an LLM credential or a lab
VM:
python -m venv .venv
source .venv/bin/activate
pip install -e .
python eval/eval_retrieval_modes.py

This script reports Hit@5 and MRR for BM25, dense re-
trieval, and hybrid retrieval. The anonymous artifact runs
over the included structured documentation. The paper’s
retrieval result file is included under the artifact’s results
directory. Exact full-corpus reproduction requires restoring
the omitted manual PDF after review.
The answer-accuracy evaluation compares three condi-

tions: LLM-only, document-only RAG, and the full agentic
system. It requires an LLM credential configured in the arti-
fact environment file. The full agentic condition also requires
a running lab VM for live-state tools. The commands are doc-
umented in the artifact README.
Generated answers are graded with a rubric-based LLM

judge and then manually inspected. The human-audited la-
bels and summary used in the paper are included in the
artifact’s results directory. Live-state tool checks can be run
when a lab VM is available.
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