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Abstract
The widespread availability of generative AI tools requires a re-
thinking of various aspects of Computer Science education. In the
particular area of computer networking, there are questions on
how introduction to networking courses are structured, whether
one should be teaching socket programming, or whether the struc-
ture of homework should be changed. In this paper we focus on
the teaching of socket programming and show how grades have
evolved in a socket programming project for an undergraduate com-
puter networking course. We provide some suggestions on how to
improve assessment of computer networking projects in, what we
believe is, a scalable manner.
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1 Introduction
The understanding of Socket programming is a fundamental part of
the Computer Networking curriculum. Socket programming is one
of the key topics in an undergraduate computer networking course,
with the topic being found in textbooks such as [12, 17]. As ex-
plained by [18], this is an essential learning outcome for Computer
Science students who appreciate the benefit of understanding how
to design and implement their own networking protocols. Socket
programming as the name suggests, is the design and implemen-
tations of computer programs that involve machine-to-machine
communication via the use of computer network sockets and ports
[13]. A port can be thought of as a “little window” in a computer
via which a message can enter. This message travels to this window
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via a channel or tunnel known as a socket. Socket programming in-
volves writing and executing computer programs that make use of
this knowledge and allowing the programs to send and receive mes-
sages over a computer network, inherently building a distributed
system.

Understanding this fundamental concept that lies at the core
of Computer Networks is essential for a good computer science
student. This learning ensures that students grasp how computer
networks work, via a practical application. They learn how mes-
sages are packaged from transmission, the various protocols in-
volved in the transmission and how addressing works to ensure
the transmission of a message. This concept also extends into their
understanding of critical methodologies like client-server, peer to
peer, centralized, decentralized, infrastructure and infrastructure-
less networks.

Generative AI (GenAI) is a subfield of computer science that has
become one of the greatest disruptors of our time. Generative AI in-
volves the use of Large Language Models to produce answers based
upon text analysis and knowledge engineering. With the advent of
GenAI, the way in which lessons are taught in the classroom have
also become disrupted. Students have embraced GenAI as a tool to
assist in their learning.

The widespread availability of generative AI tools such as Chat-
GPT [16] or Gemini [10] means that students can easily submit
many socket programming problems of yesteryear to generative AI
and receive fully functional solutions without truly understanding
how socket programming actually works. According to [14] AI can
be used to develop network configurations, network program code,
network documentation and debug outputs. GenAI, however, is also
highly used by students as a tool to provide quick and easy answers
to assessment that previously required them to spend time reading
and then developing answers. This problem of GenAI in education
has become a global phenomenon, with universities struggling to
develop assessments that can still honestly test student understand-
ing of a given topic.

This ongoing struggle with GenAI is also present in the world
of teaching socket programming. Given that GenAI is capable of
solving most problems and providing answers in a few seconds,
socket programming tasks are easily resolved by the said GenAI.
In our experience, we have been dealing with this modern issue of
GenAI in socket programming and have also implemented some
unique solutions to the said problem.

In late 2025 someone initiated a discussion in a Slack group
on teaching computer networking. The initial questions included
ideas such as: whether the socket programming assignments had
been changed, whether socket programming was still being taught,
whether the structure of homework had been changed, or whether

https://orcid.org/0000-0002-9252-3786
https://orcid.org/0000-0003-2164-3366
https://doi.org/10.1145/9876543.1234567
https://doi.org/10.1145/9876543.1234567


the way in which we deliver content had been changed. All of these
questions are quite appropriate, and in this paper we focus on our
recent experience with teaching socket programming.

We submit that socket programming is a concept that Computing
students ought to be able to understand and use comfortably. This
position is in line with the ACM’s Computer Science Curricula
2023 [11], which lists socket programming as a core part of the
undergraduate computer science curriculum.

The following research questions inform this experience report:
RQ1 How have socket programming grades evolved in an under-

graduate computer networking course following the wide-
spread availability of generative AI?

RQ2 How should the assessment of socket programming content
change given the widespread availability of generative AI?

The rest of this paper is laid out as follows: Section 2 documents
our experience assessing a socket programming exercise at an in-
stitution in a small island developing state. In Section 3 we discuss
some implications for assessment based on our experiences, and in
Section 4, we provide concluding remarks.

2 Experience
As previously stated, the understanding of socket programming
is essential to every computer science student. In our experience
teaching socket programming provides the student with a visual-
ization of how the various layers of the network stack interact with
each other. At our institution, students have always had a socket
programming project as part of their computer networking course.
The socket programming was then assessed via assignments and
proctored examinations, testing the students’ understanding of how
to establish the connection with both protocols and how they both
differ. Initially, the projects were essentially extensions of the core
ideas of the socket programming concept taught in [12]. Over time,
the project evolved such that students were given a simplified text-
based protocol to implement. This pedagogical change was made
to reinforce the class content on protocols and to hone their socket
programming skills. Over time, the students were also required to
start their clients and servers from the command line, and to read
certain start-up parameters, e.g., host name and port numbers, from
the command line.

Historically, students found the socket programming exercise
to be challenging, but they also appreciated the connection to the
course content. The socket programming exercise also proved to
be a good way to introduce some smaller concepts, e.g., showing
students how a “toy” Diffie-Hellman key exchange worked. The
socket programming exercise also provided a scaffold upon which
one could develop another project where a client and server used
a simplified version of RSA and simplified AES [15] to simulate
having a client and server exchange a session key securely in order
to have confidential communications.

Table 1 shows summary statistics for the socket programming
project for five academic years where the course has been taught
by the same instructor1. The project has always been designed by
that same instructor. It should be noted that the scores in Table 1
have not been modified by curves. Over the years under review,
the number of attempts of the project has ranged from a low of
1The 2021/22 academic year is excluded because the instructor was on sabbatical.

Table 1: Summary statistics for the socket programming
project

Academic Year
2020/21 2022/23 2023/24 2024/25 2025/26

𝑛 238 173 200 260 250
𝑄1 9 71 51 77 94
Mean 45 77 75 81 88
Median 43 93 94 94 97
𝑄3 81 97 100 100 100

173 in 2022/23 to a high of 260 in 2024/25. The first quartile (𝑄1)
of the project scores jumped from 9% in 2020/21 to 71% in 2022/23,
and then dropped in 2023/24, with major increases in each of the
following years. Similarly, the mean grades jumped from 45% to
88% between 2020/21 and 2025/26, while the median grades jumped
from 43% to 97% over the time frame.

The fact that the mean grade was higher than the median in the
2020/21 academic year indicates that there were students with high
scores who “pulled the class average up.” In this case, the median
score was more representative of the class performance. From the
2022/23 academic year onward, we observe that the median is
markedly greater than the mean. This time, this suggests that the
scores are “pulled down by abnormally low values.” It is also worth
pointing out in Table 1 that during the 2025/26 academic year, the
first quartile score on the socket programming exercise is less than
the mean. This is because there are extreme low outliers on the
socket programming assignment. It is highly likely that these low
scores from 2023/24 onward are from students whose attempts did
not make use of generative AI, and who failed to make use of office
hours to get assistance. The jump in student performance from
2022/23 to 2023/24 is most likely due to the widespread availability
of large language models (LLMs), given that LLMs could already
generate code from 2021 [8, 9].

While there has been a marked increase in performance on the
socket programming project, the magnitude of this increase is not
reflected in final exam performance over this period. In fact, there
are students who have had perfect scores on programming assign-
ments who have failed to answer exam questions that are based on
the programming projects. Section 3 we discuss the implications of
these results for student assessment.

Our institution has a position on AI [2] that states:
... generally supports the responsible use of AI tools
(Generative and otherwise) in all of its activities, pro-
vided that such use is appropriate for its context, and
aligned with The University’s Core Values.

The institution’s AI policy [2] further states that “all courses have
a clear statement defining acceptable use of AI for its students that
is tailored for the learning outcomes of the course but consistent
with the overarching university AI policy framework. Individual
course instructors are free to allow or disallow some or all uses of
AI tools provided there is a sound pedagogical basis; nevertheless,
no programme completely shuns the use of AI across all its courses.”
Given our university’s over-arching position on AI, students were
permitted in the 2023/24 academic year to complete the socket



programming exercise using an LLM for extra credit. Anecdotally,
it is clear that more and more students are using AI to complete the
programming exercises in the networking course, even though they
have been asked to complete the exercises themselves. In the past,
MOSS [7] was used to test all student submissions for software
plagiarism; however, this became harder to do as 1) the course
enrollment increased; and 2) as MOSS limited the number of daily
submissions per user. In the coming academic year, tools such as
compare50 [3] and JPlag [4] will be investigated for their role in
detecting plagiarism in student submissions.

The evolution of the project grades shows that students need to
be educated and reminded about acceptable uses of AI

3 Discussion
Socket programming is an important part of an undergraduate
computer networking course, and we believe that it is important
for students to learn how to do it properly, even if Generative AI
can carry out the task. In other words, it is important for students
to learn the basics first. Thus, it is important to develop good (and
accessible) socket programming exercises for students to work on.
We believe that it is important to learn from what other academic
communities do with respect to artifacts for assessing learning.

The ACM’s SIGCSE community has an annual session at its tech-
nical symposium called Nifty Assignments [5], in which instructors
of the first two tertiary-level computing courses (called CS1 and
CS2) in the SIGCSE community share programming project ideas.
The stated goal of the Nifty Assignments project is to gather “great
CS assignments to make their ideas and materials freely available
for the CSEd community” [6]. The Nifty Assignments session is,
arguably, one of the most popular at any SIGCSE Technical Sympo-
sium.

More recently, the International Symposium on Computer Ar-
chitecture (ISCA), which is co-sponsored by SIGARCH, has intro-
duced a “Nifty Assignments” session at its associated Workshop
on Computer Architecture Education [1]. Unlike SIGCSE, there
is no repository of “Nifty Assignments” for WCAE; however, the
objective is similar. The goal here is for instructors to share their
favorite assignments with attendees [1].

Given what obtains in at least two learned societies, we submit
that it will be useful for the SIGCOMM community to have a similar
session on Nifty Assignments at its annual conference (or via some
other technical forum) for instructors to trade good programming
projects in the context of computer networking. Having such a
forum will allow for the vetting of projects and it will also lead to
better networking education.

In addition to having vetted computer networking programming
projects, it is also useful for the networking community to discuss
how to assess programming projects and homework in a scalable
manner. Zhang et al. [20] has noted that the widespread availability
of LLMs has changed significantly since 2022. Furthermore, they
argue that it has become harder for instructors to assess student
learning and effort. There are many emerging ideas on how to
handle this assessment. Some might include forcing students to
use a cloud-based IDE (integrated development environment) that
prevents code from being pasted in, which prevents them from
prompting an LLM and then copying and pasting that response in

without any learning. Other approaches include using AI-driven
oral examinations [19], or oral examinations that are conducted by
teaching assistants (TA). In the latter case, the teaching assistants
are given a set of questions that should be easily answered by
students who have written their code themselves. It will be useful
for the SIGCOMM community to discuss best practices around the
grading of computer networking projects. It may also be useful for
the community to coalesce around similar positions around what
kind of AI use is permitted as well as the type of guidance on AI
use that instructors should give to their students.

4 Conclusion
Socket programming is arguably an important part of an under-
graduate computer networking course. Thus, it is important for
students to learn this skill even when they have access to genera-
tive AI tools. This paper reviewed how student performance on a
socket programming project had evolved over a four year period
since the widespread introduction of generative AI. We showed
that there has been significant improvement in project scores over
that period; however, final examination grades have not improved
as significantly over the period, leading one to conclude that the
improvement in the project scores is largely due to AI use. We note
that at least two ACM SIGs have “Nifty Assignments” sessions at
their conferences, and we submit that the SIGCOMM community
should consider including a similar session at its annual conference,
or potentially a regularly scheduled workshop.
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Figure 1: Message sequence exchanged between client and
server

A Socket Programming Project from 2023/24
In this assignment, you’ll write a client that will use sockets to
communicate over TCP with a server that you will also write. Your
client and server will exchange the sequence of messages shown in
Figure 1

In this assignment, you will “simulate” a client sending prime
numbers to a server. You will write a client that will communicate
with a server that you will also write. On start-up, each client will
print out a string saying: “Client of Joan A. Smith” and then it
will open a TCP socket to your server and send a message (a string
of characters) to your server containing the string “100 Hello”.
Upon receipt of the “Hello” message, the server will send its own
hello message to the client as shown above. The server’s hello
message will contain the string “105 Hello”. Upon receipt of this
message, the client will prompt the user for a prime number, which
it will then send to the server in the “110 Prime 𝑝” message, where
𝑝 represents the prime that the user entered.

The server will acknowledge this message with a “111 Prime
Ack” string, and the client will send the second prime with the “112
Prime 𝑝” message, where 𝑝 represents another prime from the
user. The server will then compute the product of the two prime
numbers that it received, and then send that product down to the
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client in the “115 Composite 𝑛” message, where 𝑛 represents the
product. If the server-computed product matches the product that
the client has, then the client will send the “200 OK” message to the
server, otherwise, it will send a “400 Error” message to the server.
After sending any one of these messages, the server will close the
connection socket that it has created for the client. The client will
also close its connection to the server. The server and client will
then terminate.

A.1 Server Implementation
Your server will create a string containing its name (e.g., “Server
of Joan A. Smith”). As indicated above, the server will wait until
the client says hello with a “100 Hello” message. The rest of the
server operation is as described above.

A.2 Client Implementation
Your client will create a string containing its name (e.g., “Client of
Joan A. Smith”). The client will then send a “100 Hello” message
to the server. The rest of the client operation is as described above.

A.3 Additional Details
Note that a short design document is required. You should program
each process to print an informative statement whenever it takes
an action (e.g., sends or receives a message, detects termination of
input, etc.), so that you can see that your processes are working
correctly (or not!). This also allows the grader to also determine
from this output if your processes are working correctly. You should
hand in screen shots of these informative messages. Your document
should also discuss how you tested the program to ensure that it
meets the specification above.

A.3.1 Programming Notes:

• You must choose a server port number greater than 1023 (to
be safe, choose a server port number larger than 5000).

• Starter code is provided for you on [the learning manage-
ment system]

• You must write your programs in Python3. Details about
the socket module can be found at http://docs.python.org/
3/library/socket.html and Socket Basics file posted on [the
learning management system].

• Many of you will be running the clients and senders on the
same UNIX machine (e.g., by starting up the receiver and
running it in the background, then starting up the relay in
the background, and then starting up the sender. This is
fine since you are using sockets for communication these
processes can run on the samemachine or different machines
withoutmodification. Recall the use of the ampersand to start
a process in the background. If you need to kill a process after
you have started it, you can use the UNIX kill command.
Use the UNIX ps command to find the process id of your
server.

• Make sure you close every socket that you use in your pro-
gram. If you abort your program, the socket may still hang
around and the next time you try and bind a new socket
to the port ID you previously used (but never closed), you
may get an error. Also, please be aware that port ID’s, when

bound to sockets, are system-wide values and thus other
students may be using the port number you are trying to
use.

• Do not open up a separate socket for each message that you
send. Doing so is poor programming style, and your grade
will be affected negatively for doing so.

A.3.2 Rules:

• The project is designed to be solved independently.
• You may not share submitted code with anyone. You may
discuss the assignment requirements or your solutions away
from a computer and without sharing code, but you should
not discuss the detailed nature of your solution. If you de-
velop any tests for this assignment, you may share your
test code with anyone in the class. Please do not put any
code from this project in a public repository or in a private
repository that you share with other students.

http://docs.python.org/3/library/socket.html
http://docs.python.org/3/library/socket.html
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