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Abstract
We present a forty-year retrospective on teaching computer
networks, focusing on a graduate course in an Electrical
and Computer Engineering department that evolved from
a lecture-based course into a lab-intensive course centered
on hands-on experimentation. Over this period, the Internet
became the substrate for everyday computing, cloud services,
mobile systems, security, and AI infrastructure. We describe
how the course content has evolved, and why many core net-
working ideas have remained stable despite changes in the
field. We then examine how course infrastructure changed
and how the delivery of the course has improved as a re-
sult. Finally, we discuss how the student population, student
motivation, and student engagement may have shifted as
networking has become a core systems area rather than a
specialized frontier. We close with reflections on the role of
networking education in the generative AI era.
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1 Introduction
Over the last forty years, the Internet has evolved from a
specialized research and commercial technology into the
foundation for everyday computing, cloud services, mobile
systems, and AI infrastructure. This expansion has made the
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subject substantially broader, while changes in how students
learn and how employers evaluate graduates have altered the
context in which it is taught. Students now approach techni-
cal material with a wider set of external resources, including
search engines, online videos, and generative AI tools. At
the same time, employers increasingly expect graduates to
contribute quickly, with less time devoted to learning basic
systems skills on the job.

In this paper, we reflect on our experiences teaching a grad-
uate course in computer networks over this forty year period
1 with the goal of understanding how the goals, constraints,
and methods of networking education have changed. The
course has engaged thousands of students, many of whom
have gone on to careers in networking research and industry.
It has evolved from a lecture-based course to one that is heav-
ily focused on hands-on application and experimentation,
and has adapted to changes in the field and in student needs.
This retrospective paper is organized as follows. First, in

Section 2, we describe the original motivation for the course
and the context in which it is offered. In Section 3, we discuss
how the networking material itself has evolved over four
decades, and why the durable parts have remained central.
Following this, in Section 4, we describe the evolution of the
course infrastructure and educational technology, where the
most substantial changes have occurred.2 Next, in Section
5, we consider how students’ expectations and help-seeking
behavior have changed, especially in the presence of genera-
tive AI. Finally, in Section 6, we conclude with reflections on
the role of networking education in the generative AI era.

2 Context
When the graduate computer networks course was first of-
fered by the Electrical and Computer Engineering depart-
ment at Brooklyn’s Polytechnic University3 in the early
1980s, it was a lecture-only survey titled “Principles of Data
Communication Networks.” The catalog description from

1The first author has been involved with the course across the full forty-year
period; the second author’s experience covers the most recent decade.
2The lab materials and practice problems are available as open educational
resources at: https://ffund.github.io/tcp-ip-essentials/.
3Polytechnic University was integrated into New York University in 2014,
and is now NYU Tandon School of Engineering.

https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://ffund.github.io/tcp-ip-essentials/
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that era mentions terminals, modems, multiplexers, satellite
and packet radio. At the time, the Internet was a research
network. Textbooks and lectures were intentionally protocol-
agnostic, focusing instead on general principles, because the
field was still in flux. TCP/IP was not yet the dominant stan-
dard, and the number of engineers who understood how
packet networks worked was small. A graduate student who
could explain Dijkstra’s algorithm, packet routing, and stop-
and-wait protocols had distinctive, marketable knowledge.
Through the late 1980s and into the 1990s, this began

to change. The commercialization of the Internet brought
networking out of research laboratories and into banks, cor-
porations, and eventually homes. As TCP/IP emerged as the
dominant protocol stack (displacing competing networking
ecosystems from IBM, DEC, and the telephone industry)
the body of knowledge that students needed to master be-
came both more concrete and more demanding. Employers
were hiring network engineers, not just people who under-
stood how networks worked in theory. They needed gradu-
ates who could troubleshoot a live network, interpret packet
traces, and configure network devices. Commercial network
management tools were proliferating, and the gap between
textbook knowledge and operational practice was widening.

This reshaped the course in two ways. First, it pushed the
course content toward TCP/IP specifically: in the 1990s the
catalog description dropped the generic framing of earlier
years and named protocols such as IP, TCP, ARP, ICMP, and
UDP directly. Second, and more consequentially, it motivated
the introduction of a laboratory component. Learning net-
work protocols from a textbook was dry, and did not offer
opportunities to practice the practical networking skills that
were increasingly required of graduates. Meanwhile, Stevens’
TCP/IP Illustrated [25] showed the value of getting into what
protocols actually do under the hood, with practical packet
analysis and real-world examples. This inspired the addition
of labs - one or two per semester at first, added gradually, in
part because desktop PCs and routers were expensive. By the
end of the 1990s, a standalone lab-intensive course “Protocols
for Local Area Networks,” had been added to the course cata-
log, offering hands-on experiments covering the full TCP/IP
stack. Students worked in groups of eight, with each student
operating one PC and each group sharing a router to create
various network scenarios. Eventually, the lecture-only pre-
requisite was quietly eliminated: most students wanted to
go straight to the hands-on course.

By the early 2000s, many networking educators were mak-
ing similar arguments. At the first ACM SIGCOMM edu-
cation workshop in 2002, a major theme was the design
of new hands-on laboratory experiences for computer net-
works [1, 19]. These examples point to the same conclusion
that motivated our course: networking education needed

a strong hands-on component, both to increase student in-
terest and to support deeper understanding of networking
principles. With demand for lab-based networking instruc-
tion growing, in 2004 the first author published TCP/IP Es-
sentials: A Lab-Based Approach [21], a textbook based on
the Polytechnic University course materials and laboratory
exercises. Hands-on labs, in which students constructed net-
works and ran experiments in controlled settings, were the
central networking education innovation of that era.
As the field matured, networking became embedded in

nearly every industry. Our lab-based course (which was re-
named from “Protocols for Local Area Networks” to “Internet
Architecture and Protocols”) grew into one of the most popu-
lar in the program. Through the 2000s and 2010s, a majority
of ECE MS students enrolled in it, drawn by the expecta-
tion that networking expertise was broadly applicable - to
internet companies, to financial institutions, to enterprise
IT. The course had evolved from a specialist elective into
something closer to a core offering. The broader networking
education community was similarly concerned with prepar-
ing students to engage with networking both as a technology
embedded in other domains, and as a research field. This is
evident in the papers presented at the 2011 ACM SIGCOMM
education workshop, which discuss how networking can be
taught as a cross-disciplinary subject, taught with business
context, taught with security considerations, and taught as
preparation for networking research careers[2].
The growth of the Internet also brought the next major

push to reshape the course: the need to accommodate on-
line delivery. While the course was available to online stu-
dents from the mid-2000s, for many years the lab component
for remote students was improvised. Online students were
given remote desktop access to a physical station in the on-
campus lab, they would communicate over Skype with their
in-person lab group while performing the lab in a coordi-
nated, synchronous manner, and a teaching assistant would
plug and unplug Ethernet cables on their behalf. This ar-
rangement was fragile and did not scale well. The lab was
adapted to a fully online format on the GENI testbed [6]
in 2017, initially to accommodate a single online student
whose time zone prevented synchronous participation with
in-person students. Following this successful adaptation, by
2018, all online students - still a small number each semester
- were completing the labs on GENI.

For many in the networking education community, the
COVID pandemic in 2020 was the first time they had to con-
front the problem of how to support networking education
in an online setting without reducing the course to passive
lecture delivery [3]. For us, the sudden pandemic-imposed
transition to fully online instruction - involving 140 students
across ten lab sections - was relatively painless thanks to
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the existing infrastructure, materials, and knowledge we had
developed for online students over the previous few years.
Even after in-person instruction resumed, we kept the

lab online. The online version worked well, and it eased a
long-standing scheduling problem: fitting large numbers of
students into four-hour sessions in a physical lab configura-
tion that could accommodate only 16 students at a time.

Today, the course is a moderately popular elective rather
than a near-universal one. Networking knowledge is now
so widely diffused that what was once specialist expertise is
now baseline literacy. The Internet has become core infras-
tructure that everyone depends on but few bother to study in
depth. The role of the course and the motivation of students
taking it have therefore shifted. Earlier versions of the course
offered access to knowledge that was difficult to acquire else-
where. Today, students can find explanations of networking
concepts from many sources. Against that backdrop, net-
working education has refocused on key concepts that are
less easily picked up informally - the principles of proto-
col design, the reasoning behind layering and end-to-end
arguments, the ability to diagnose failures and understand
tradeoffs. The value of the course now lies in promoting a
deeper understanding of the underlying fundamental ideas.

Takeaway: Networking education has shifted from teach-
ing scarce protocol knowledge, to helping students build
judgment and intuition about networked systems.

3 Evolution of the subject
Despite the changes in computer networks over the last forty
years, much of the core material has remained surprisingly
durable: while we have made modern additions and changes,
they are modest relative to the content that has persisted.
There are three main reasons for this stability. First, original
versions of protocols are often still better for teaching de-
sign principles than their modern counterparts, so we may
retain protocols in the course material even if they are no
longer widely deployed. Second, many of the core ideas are
unchanged, even when new protocols apply them in different
ways. Third, while we can no longer teach all of the details
students may need in their later work, students now have
many more resources for acquiring those details as needed.
The first reason reflects a broader dilemma in systems

education: whether to teach the classic form of a technology
or the contemporary form. The classic form is often simpler
and better suited to exposing the underlying idea, while the
contemporary form is often more relevant, but also more
complex. ASCII, for example, gives students the basic idea of
characters-as-numbers: 128 characters, covering the English
alphabet, numbers, and basic punctuation, with each charac-
ter represented in one byte. Modern text is encoded using

UTF-8, but teaching UTF-8 in full would require students
to deal with 1.1 million code points, variable-length encod-
ings, combining characters, normalization, and other details
before they have learned the basic idea. So although ASCII
is no longer the modern standard, it is still taught in detail
because it illustrates the useful and durable principle [8].
Similarly, classic versions of network protocols often make
design principles clear in ways that the versions deployed
on the Internet no longer do. For example, additive increase
and multiplicative decrease gives students a clear model of
congestion control, while modern variants like TCP CUBIC
with nonlinear window growth rules can obscure the basic
idea. So, although TCP Reno is no longer the dominant TCP
variant on the Internet, it is still taught in detail because it
illustrates the useful and durable principle.
With respect to the second reason, the key ideas of the

course - separation of roles in the protocol stack, tradeoffs
between distributed and centralized control, use of headers to
carry information between layers and across administrative
boundaries, and the need to share resources among many
independent users - remain as relevant today as they were
decades ago, although they are realized in newways in newer
protocols. For students encountering these topics for the first
time, the main challenge is to grasp these fundamental ideas;
then the protocol details make sense in context.
For example, we often see students arrive at the answer

one would get by solving a spanning tree or routing problem
with a global view of the network, rather than the answer
that a distributed protocol will reach. The student can see the
whole topology on the page, so it is natural for them to reason
as if every router or switch can also see the whole topology,
rather than acting on local information and messages from
neighbors. The difficulty is not in understanding protocol
details, but in grasping an underlying model of network
behavior that often runs counter to their initial intuition. We
therefore continue to emphasize these core ideas.

Once students have that foundation of core ideas, however,
they can learn many of the more detailed or more recent
changes incrementally on their own. For example, students
who understand TCP and UDP can grasp the motivation for
and ideas behind QUIC. Similarly, even with the softwariza-
tion of networks, the interface to the network has changed
but the underlying abstractions have not: students still need
to reason about addresses, paths, and resource allocation.

Incidentally, we note that layering, end-to-end design, in-
teroperability, fault tolerance, naming, addressing, resource
sharing, and incremental deployment are not only network-
ing topics; they are central ideas in computer systems. This is
another reason why the focus of the course remains on these
ideas: they are not just relevant to networking, but to many
other areas of computer systems, and they are fundamental
principles that students can apply in many contexts.
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This emphasis also fits the course’s position in an Electrical
and Computer Engineering program. Many communications
courses in this department focus on the physical layer, so the
computer networks course takes a bottom-up approach from
lower-layer mechanisms toward the higher-layer protocols
needed to provide end-to-end communication. The goal is
not to cover the newest version of every protocol, but to give
students the conceptual structure they need to understand
how the larger system supports end-to-end communication.
Finally, we note that earlier versions of the course could

try to teach most of the protocol details students were likely
to need for their work. Today, the field is too broad for that
approach, and students also have gained access to tools to
pick up new details as needed, first through search engines
and online documentation, and later through generative AI.
Taken together, these reasons explain why the content

of the course has remained remarkably stable even as the
Internet itself has evolved almost beyond recognition.

Takeaway: The most durable networking topics are not
specific protocol details, but the abstractions they expose:
layering, naming, addressing, resource sharing, failure,
distributed control, and incremental deployment.

While the key ideas have endured, some parts of the course
do change. The lab material requires frequent updates as the
standard tools used in the field evolve (e.g., net-tools →
iproute), and it has also been updated where necessary to in-
troduce new key ideas. For example, to understand modern
congestion control, students should understand how con-
gestion control affects queuing latency (not just throughput,
which is the main focus of the classic TCP congestion control
material). They also need to understand how protocol het-
erogeneity affects coexistence at shared bottlenecks, which
was less of a concern when all deployed TCP was essentially
Reno with small variations. Therefore, the lab now includes
content on TCP Vegas [7], TCP CUBIC [13], TCP BBR [10],
and ECN [22], with an emphasis on those new ideas. Sim-
ilarly, the network security material (which initially was
non-existent!) has evolved substantially as relevant threat
models and best practices have changed. These updates do
not change the main conceptual arc of the course, but they
keep the hands-on work aligned with current practice.

The lecture material also incorporates small pieces of cur-
rent research, swapped in and out over time, as a supplement
to the main ideas. Some of the most exciting additions come
from the students themselves noticing that what they ob-
serve in the lab does not match the textbook model. For
example, in one TCP experiment, students themselves no-
ticed that retransmissions occurred before three duplicate
ACKs were received, contrary to the classic “triple duplicate

ACK” rule described in standard textbooks. We added a dis-
cussion of modern TCP retransmission behavior, including
RACK [11], to explain why the deployed protocol behavior
does not match the textbook. While we cannot cover all of
the modern protocol changes in the lectures, when students
discover them organically, it is exciting to turn that discovery
into a discussion of how the field has evolved and why.

4 Evolution of course infrastructure
Over the last forty years, the course infrastructure changed
along three dimensions: the infrastructure for the hands-on
lab experiments, the infrastructure for out-of-lab practice and
formative assessment, and the infrastructure for summative
assessment. We discuss these changes in this section.
First, the infrastructure for hands-on lab experiments. In

the early years, each desktop PC or router required a small
capital request, so the introduction of lab material depended
on the pace at which we could assemble enough equipment.
As of the mid-2000s, the estimated budget for the equiment
required to support an 8-seat lab was $17,500. Eventually,
the lab grew to 16 seats, organized in two groups of eight,
with routers and hubs that could be used to organize each
group of PCs into various network topologies. The original
experiments ran on Sun workstations with Solaris, but the
lab later moved to Red Hat Linux, and then, Ubuntu Linux.

Lab sessions were scheduled in four-hour blocks, and stu-
dents worked in groups of eight, coordinating their machines
to orchestrate various network scenarios, with a teaching as-
sistant in the room to advise and to help troubleshoot. At this
point, the main infrastructure challenge was scheduling: we
could accommodate only 16 students in each weekly 4-hour
block, which became a bottleneck as enrollment grew.

The next major infrastructure change moved the lab onto
the GENI testbed. In Fall 2017, we used GENI for a single on-
line student. After that experiment succeeded, we created a
regular online lab section for students enrolled in the online
degree program; those students completed the same labs on
GENI, but at small scale. We scaled this model in Spring 2020
in response to COVID, when 140 students were split across
ten lab sections. Because the course already had instructions
for the same lab assignments on GENI, the transition was
manageable. Teaching assistants who had been responsible
for in-person lab sessions hosted video conference calls dur-
ing which students could complete the lab, or students could
work asynchronously because the GENI version let each
student coordinate the whole topology.
Large-scale online delivery still required additional stu-

dent support infrastructure. As more students completed the
labs asynchronously, the course eventually eliminated the
synchronous video calls because students stopped attending
them. To support asynchronous work, we provided students
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Figure 1: CloudLab resource-hours used per student.

with recorded videos of an instructor completing each lab, so
students could watch the procedure while working through
their own experiments. The course also added a Q&A forum
(first on Piazza, later on Ed) where students could ask course
staff for help. In the first year of large-scale online delivery,
there were more than 2,500 forum posts (questions, com-
ments, and answers), almost 9 posts per student on average.
Moving to GENI eliminated much of the infrastructure

bottleneck we had with the local lab, but it did not remove in-
frastructure constraints entirely. The educational workload
is highly bursty: many students worked on the lab shortly
before the deadline, creating high peak demand for testbed
resources. Although GENI was national-scale infrastructure,
the course enrollment was large enough, and some exper-
iments were large enough, to impose non-negligible load.
The course staff also had less control over the infrastructure,
which reduces the maintenance burden, but can also create
pain points. For example, if a particular GENI site was broken,
course staff could notify operators and students, but could
not temporarily remove that site from the user interface, the
way we might have marked a desktop PC in the in-person lab
as out of service. This caused some frustration for students,
and additional overhead for course staff who had to mediate
between students and GENI operators to resolve issues.

The course also exposed less obvious scale limits. In 2022,
the course instructor began encountering an error message
on each login to the GENI Portal. GENI operators traced
the error to an inefficient query that failed for users whose
accounts were associated with many GENI “slices” (exper-
iments). As of February 2022, the lab instructor had super-
vised 52,527 slices, and so became the first GENI user to
trigger this particular failure.
After COVID restrictions ended, we kept the labs online

because the format had benefits beyond emergency remote
instruction. Students could work at their own pace, rather
than slowing down or speeding up to match the rest of a
group in a fixed four-hour session. They also had access to
each experiment over a longer period. As shown in Figure 1,
testbed usage data from the last few years shows that stu-
dents kept resources active for a mean of 236 hours per stu-
dent per semester, and more than 92% exceeded the 50 hours
they would have been allotted in the traditional in-person
format. This does not mean that students spent much more

time actively working on the lab; some students may have
spent more active time, and some may have spent less. It
does show that the online format gave them more flexibility
in how they managed each experiment and their time.
The online format also changed what students could see

and what the labs could ask them to do. In the physical
lab, each student operated one PC within a group topology.
Online, each student could inspect and control the whole
topology, so every student saw every part of the experiment.
This also made it possible to redesign labs that had been con-
strained by the physical room, the eight-PC group structure,
and the available routers and hubs. For example, the online
version could include a larger-scale multicast experiment
than the local lab had been able to support.
The next major transition came in 2023, in preparation

for the deprecation of the GENI research testbed. Depreca-
tion is a known risk of relying on non-local infrastructure,
especially publicly funded research infrastructure, which
tends to have a limited lifetime. To reduce this risk, we
adapted the lab materials to run on any of the CloudLab [12],
Chameleon [18], and FABRIC [4] testbeds. We currently use
CloudLab as the lab platform for our graduate computer
networks class, and since September 2023, students in our
computer networks course have run 14,480 experiments on
CloudLab, with a total cumulative duration of 111,785 hours.
However, we maintain materials for all three platforms to
support a broad goal of platform portability. Teaching materi-
als that are tightly coupled to a single platform are harder to
reuse, while materials that can run across platforms are also
easier to adapt for different student populations, instructor
backgrounds, and learning goals.

Takeaway: Online labs removed the fixed-session bottle-
neck while also improving the pedagogy: each student
could control a complete topology, work over a longer
time window, and repeat experiments independently.

The second dimension of infrastructure change was in
out-of-lab practice and formative assessment. By formative
assessment, we mean low-stakes practice that gives students
feedback and allows them to course-correct while they are
still learning the material, rather than evaluating them only
after instruction is complete. Earlier versions of the course
used PDF problem sets, which gave students some limited
practice: these had approximately 18 problems in total, with
some problems having multiple parts. Solutions were re-
leased one week after the problem sets so students could
check their work and review an instructor-provided solution.
This format reinforced students’ natural default of passive re-
reading before exams as a primary studying method [5], even
though retrieval practice (actively recalling material from
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memory), and distributed practice (spreading practice across
time rather than cramming just before an exam) are more
effective study strategies that have been shown to support
more durable learning [17, 24].
As infrastructure became available to support better for-

mats, we took advantage of it. In 2022, we moved practice
problem sets to PrairieLearn, an open-source assessment
platform that supports algorithmically generated questions,
automatic grading, individualized feedback, and repeated
attempts [20, 27] with a wide variety of question types. With
this platform, we were not restricted to multiple choice,
matching, and numeric input questions. We could gener-
ate and auto-grade questions using much more sophisticated
input types, as illustrated in Figure 2. For example, we could
have students drag and drop packets in blocks to show what
packets would appear on a network, and in what order, in
given circumstances (Figure 2a). We could have them add
to a diagram or drawing to show the CSMA/CA backoff
procedure on a timeline view (Figure 2b). We could have
them configure a hypothetical home router to expose public-
Internet-facing services behind a NAT, by entering realistic
values into an interface copied from an actual home router.
We could have them design a network or subnetting scheme

to meet a set of requirements, then generate an explanation
including both text and a personalized visual representation
of the submission to explain why it did or did not meet re-
quirements (e.g. to show that subnets were too small, or not
disjoint, or not aligned on CIDR boundaries). Furthermore,
we could generate realistic randomized variants of all of these
network scenarios, including different addresses, topologies,
configurations, or packet trace evidence, and then grade the
student’s answer against that specific variant. This makes re-
peated attempts without penalty meaningful: when a student
gets something wrong, they can read an explanation tied to
the specific variant, and then immediately try a new version
of the problem. With their expanded role in the course, the
practice problems now serve a role similar to the labs. They
push students to understand and apply the mechanics of a
network concept before using it in a larger experiment.
The move from PDF problem sets to interactive problem

sets on PrairieLearn changed practice from a small number
of static problems into a continuous system for retrieval
practice and self-correction. The submission records for our
course on PrairieLearn support our own observations that
students use this capability for real practice. On homework
problems that are required for credit, the average number of
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submissions per student per problem is close to 2, indicating
that students are using the opportunity to make multiple
attempts and to learn from feedback. We also observe that
most students take advantage of optional practice problems,
with the average student submitting approximately 60 “extra”
problems that are not required for credit, per semester.
This shift also changed the structure of the practice. The

number of practice problems available to students has in-
creased 10x, from 18 to 180, including many small scaffolded
questions and optional questions that are not counted to-
ward the course grade. This makes it easier for students to
fill gaps in their knowledge. For example, a student who
struggles with subnet design can first do extra practice on
binary representations of dotted decimal IP addresses, basic
subnet arithmetic, and other smaller skills before moving to
more open-ended subnet design problems. A student who
does not need that extra scaffolding can skip it.

Although we have not undertaken any systematic investi-
gation, our observations and platform data suggest that stu-
dents are using the practice problems in a way that supports
learning. For selected questions that had historically been
associated with poor performance on related exam questions,
we observe that students who submit more practice problems
of that type tended to perform better on the related exam
question. For example, for exam questions where students
execute Dijkstra’s algorithm on a small network, we saw
a statistically significant positive association between the
number of submissions a student makes on Dijkstra practice
questions and their score on the associated exam question.
Similarly, for subnet design questions, we observed a statis-
tically significant positive association between the number
of submissions on subnet design practice questions and the
score on the associated exam question. This effect persists
even if we control for the number of homework problem
submissions in general, suggesting that it is not just that
more diligent students do more practice and also do better
on the exam, but that doing more practice on a particular
topic is sometimes associated with better performance on
the related exam question. These observations suggest that
students are using the practice problems in a way that sup-
ports learning, although we cannot establish causality from
these associations.

Takeaway: Randomized variants, topic-specific feedback,
and repeated attempts let students find and fill gaps in
their own understanding.

PrairieLearn has substantially shortened the feedback loop
for practice problem sets, and we are now exploring whether
it can do the same for lab assignments. Unlike practice prob-
lems, labs are more open-ended and have traditionally been

graded by human graders using a rubric, since they cannot
be checked fully by algorithmic tests. PrairieLearn now sup-
ports AI-assisted grading using the same rubric: the grader
marks specific rubric items and exposes those marks to stu-
dents, rather than surfacing raw model output or inventing a
separate grading scheme. This makes it possible to compare
the AI grader systematically with human graders, measure
agreement at the rubric-item level, and revise the grader in-
structions to improve that agreement [28]. We are currently
piloting this approach, with AI and human graders work-
ing in parallel on the same lab submissions, to evaluate its
feasibility and reliability. If successful, this approach could
further shorten the feedback loop for labs, giving students
more timely feedback on their work and freeing up human
graders to focus on edge cases.

The third dimension of infrastructure change was in sum-
mative assessment. The course originally used pen-and-paper
exams. By summative assessment, we mean higher-stakes
evaluation used to judge what students have learned after
instruction and practice. Historically, pen-and-paper exams
were the default because they supported a wide range of
question types, including qualitative questions that asked
students to explain their reasoning in writing, and quantita-
tive questions that asked students to perform calculations.
Computer-based exams on the university’s learning man-
agement system only supported auto-grading for multiple-
choice questions or very simple numeric responses, so there
was no compelling reason to use them. As more of the assess-
ment material moved into PrairieLearn, which supports a
wide range of rich auto-graded question types alongsideman-
ual grading for open-ended qualitative questions, we also
started using it for exams. Initially, we administered exams
in a proctored setting with students using their own laptops.
However, as generative AI tools became more powerful and
more widely available, it became increasingly difficult to se-
cure students’ own laptops for exams. Therefore, in 2025 we
moved to a computer-based testing facility [29, 30]. Students
still take computer-based exams in an in-person proctored en-
vironment, but now they work on department-administered
machines that are locked down to prevent access to unau-
thorized resources.
The main implementation challenge was space. The de-

partment did not have a dedicated computer-based testing
facility, nor the space to create one. Instead, we configured a
25-seat instructional computer lab used by other courses in
the department as a dual-use space. During regular use for
instruction, the machines had unrestricted network access.
During exam use, a lightweight configuration switched the
machines into an exam environment, in which a network
proxy enforced whitelist-only access to network resources.
This made the transformation temporary and reversible: the
same room could support ordinary instruction, then become
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(b) Q&A forum questions and posts per student by academic year.

Figure 3: Student engagement metrics from course video analytics and Q&A activity.

a proctored testing room with tightly controlled network
access for scheduled exam sessions.

Scheduling could potentially be a bottleneck for this dual-
use approach, but we were able to address this barrier. With
only 25 seats, the facility could not necessarily accommodate
an entire class section at once, and given the dual use nature
of the space, it would not necessarily always be available at
the regularly scheduled meeting time for our course sections.
The scheduling challenge was especially acute for online sec-
tions. Most students in the online sections still took exams in
person, with exceptions for students enrolled in fully online
programs or otherwise unable to come to campus. However,
these students were enrolled in an asynchronous section, so
they did not necessarily share a common class meeting time
when they could all take an exam. Fortunately, other courses
in the department were beginning to adopt computer-based
testing at the same time. These courses pooled facilities, proc-
tors, and exam sessions; multiple instructors share the same
room and proctoring staff, so students from different courses
can sit in the same testing session while each taking their
own exam. Pooled exam sessions across courses made the
coordination of exams relatively painless, and PrairieTest, a
sibling system to PrairieLearn, manages this scheduling and
exam administration layer.

5 Evolution of students
Students’ interest in the course has changed along with the
status of networking itself. In the early years of the course,
networking was a specialized and rapidly expanding area,
and the material could be directly career-defining: students
who understood TCP/IP, routing, and protocol behavior had
access to expertise that was scarce in industry. Today, net-
working is still important, but it is less often the hot topic
that draws students on its own. For many students, it has
become a core area of systems knowledge that they need
in order to work on something else: cloud computing, cy-
bersecurity, cellular systems, or AI infrastructure. In that
sense, the motivation has shifted from “I want to become

a networking specialist” toward “I need to understand net-
works well enough to build modern systems that rely on
them.” This changes the way students experience the course.
With the availability of Internet content, search engines, and
generative AI, students are more sophisticated consumers of
instruction. They look for the value added by the course be-
yond what they can obtain independently, and the hands-on
lab has become the central answer to that question. Whether
that remains enough is an open question.

Students’ help-seeking behavior also appears to be chang-
ing. When the course moved online at scale, recorded lab
walkthroughs and the Q&A forum became important substi-
tutes for in-person help, but Figure 3 shows that students are
now making less use of both instructor-recorded lab videos
and the course Q&A forum. Some of this may be attributed
to reduced motivation in the subject more generally. It is also
possible that students are increasingly seeking help outside
the course staff, especially from generative AI systems, a pat-
tern that has been observed in recent work on AI and student
learning communities [14]. This change is not necessarily
negative: students may be finding answers more efficiently
and reserving staff attention for harder questions. But it also
raises the risk that they are bypassing the social and diag-
nostic parts of help-seeking that reveal misconceptions and
provide instructors with valuable feedback.

Takeaway: The trend of declining visible engagement
suggests that that students may be moving help-seeking
outside the course, toward search, peers, or generative
AI. This may raise new challenges for instructors.

6 Reflections
We cannot yet predict how generative AI will change net-
working, education, or networking education. We are op-
erating in the middle of that change. However, the current
moment already suggests one instructional priority: students
need to develop capabilities that remain valuable when AI
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can produce explanations, code, configuration examples, and
troubleshooting steps, and even execute them autonomously.
This priority aligns with a long-standing choice in the

course, as discussed in Section 3, to emphasize the motiva-
tions and core ideas behind network protocol design: layer-
ing, naming, resource management, failure, and incremental
deployment. Generative AI reinforces that choice. Today’s
students can retrieve, rather than recall, protocol details and
tool syntax. But students still - increasingly - will be called on
to provide judgment about networked systems and solutions
for them, which requires a deep intuition into the core ideas
and their application in networks.

Beyond questions about what capabilities our current stu-
dents will need, AI also raises questions about how they
will acquire those capabilities. The lower rungs of the career
ladder in many computing fields are becoming increasingly
difficult to access, as AI can perform much of the work that
used to be done by entry-level workers [9]. Those who do
find entry-level roles are often working with AI assistance,
which can be a double-edged sword for skill formation [23].
There is a real risk that many students will not have the op-
portunity to build expertise and intuition through hands-on
experience with real systems, which has traditionally been a
key part of preparation for professional work. At the same
time, effective use of AI appears to depend on that domain
expertise [26]. Together, these findings suggest that AI re-
wards users with domain expertise, but it is not clear how
students will acquire that expertise if AI reduces their access
to the work through which earlier cohorts built it.
Our course has faced a version of this problem before.

When a lecture alone became insufficient preparation for
professional networking work (the gap between what stu-
dents could learn from lecture and what they needed on the
job had become too large), we added labs so that students
could move from knowing concepts to working with systems.
The AI era version of that gap is more demanding. Students
may need to work with AI from the first day of a job, but
they also need enough networking judgment to direct AI
agents, reject bad directions, and notice missing context.

The course’s movement toward more practice is a step in
the right direction, although it is not a complete solution. The
online labs give students more time with realistic systems
and more opportunities for open-ended engagement than
the old four-hour lab blocks allowed. The new approach to
practice problems gives them many more opportunities to
retrieve, apply, revise, and receive feedback on specific ideas
before they encounter those ideas in a larger experiment.
Optional scaffolding also lets students choose how much
support they need while still requiring them to produce an
answer. These structures give students repeated chances to
form intuition, identify gaps, and correct misconceptions,

which are some of the same skills they will need when they
use AI as a professional tool.

The classic idea of T-shaped preparation is useful here. In
the pre-Internet age, Johnston used the T-shaped metaphor
to describe professionals who combine depth in one area
with breadth across adjacent areas [15]. More recently, Kam
et al. return to that framing for AI-enhanced computing, ar-
guing that effective use of AI requires the kind of deep core
expertise and broad adjacent-domain knowledge that has
traditionally characterized more senior technical roles [16].
Networking already has this T shape. A network engineer
needs depth in Internet architecture and protocols, but the
field also touches hardware, electromagnetic propagation,
operating systems, software engineering, security, optimiza-
tion, queuing theory, economics, and operations. To prepare
students for the AI era, a course in computer networks must
still provide the long vertical part of the T, while exposing
students to enough adjacent context to ask better questions.
This may be the strongest argument for preserving the

hands-on parts of the course in the AI era. Students do not
need a course to compete with AI as a source of definitions
or syntax. The role of formal education in this field is to help
them build a working mental model of networks, a sense of
what can go wrong, and calibrated skepticism about fluent or
sycophantic answers, to prepare students to use AI without
outsourcing the reasoning that makes them useful engineers.

Takeaway: In the AI era, networking courses should not
compete with tools that can produce definitions, com-
mands, and examples. Their role is to build the mental
models and skepticism students need to use those tools
without outsourcing the reasoning.
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